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USAWC & CARLISLE BARRACKS
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CBks Regulation 27 April 2016
No. 190-7

Military Police
INSTALLATIONACCESS CONTROL

1. Purpose. This regulation prescribes procedures for granting access to Carlisle
Barracks (CBks). Access control restricts, and/or controls entrance to CBKs to only
those authorized persons and their vehicles.

2. Scope. Thisregulation applies to all Service members, Family members, Federal
employees, Civilians, and Foreign Nationals visiting or conducting official business on
CBks.

3. Policy. See Chapters 1 — 5 for subject-specific policy.
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Chapter 1
Introduction

1.1. Purpose. This regulation establishes responsibilities and procedures for granting
access to Carlisle Barracks (CBKks).

1.2. References:

a. Army Regulation 190-13, The Army Physical Security Program, Chapter 8,
25 February 2011.

b. Army Regulation 380-10, Foreign Disclosure and Contacts with Foreign
Representatives, 14 July 2015.

c. Army Directive 2014-05, Policy and Implementation Procedures for Common
Access Card Credentialing and Installation Access for Uncleared Contractors, 7 March
2014.

d. DoD Directive-Type Memorandum (DTM) 09-012, Interim Policy Guidance for
DOD Physical Access Control, Change 6, 20 November 2015.

e. HQDA EXORD 033-15, Installation Access (Directed Actions), 7 November
2014.

f. IMCOM OPORD 15-031, Implement Access Control Procedures at IMCOM
Installations, 21 November 2014.

1.3. Administrative Control. The Directorate of Emergency Services (DES) is
responsible for the management and control of installation access. Installation
Directorates and Commands are responsible for notifying DES of revoked Common
Access Cards (CAC) privileges when CACs are not retrieved.
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Chapter 2
Installation Access Policy

2.1. General.

a. Scope. To standardize access control requirements for entering Carlisle
Barracks (CBKks) relating to vehicle and personnel screening, identification (ID)
documents, and access control passes.

b. Authority. Authority to control access to U.S. Army Installations varies based on
jurisdiction, property rights, and geographic location. Within U.S. jurisdiction,
commanders publish and enforce guidance to protect installation resources in
accordance with Department of Defense (DOD) and Army policy. DOD Instruction
(DODI) 5200.08, security of DOD installations and resources and DOD Physical
Security Review Board, prohibit individuals from entering military installations within the
jurisdiction of the United States for a purpose prohibited by law or lawful regulation, or
reentering an installation after being ordered not to reenter by an officer in command of
the installation.

c. Policy. All personnel desiring access to Carlisle Barracks will enter the
installation through an authorized Access Control Point (ACP). Security personnel will
verify identification and validate a person’s reason to be on the installation prior to
entering. Authorized identification documents do not automatically constitute access.
Vehicle drivers/occupants, pedestrians and bicyclists are subject to security inspections
IAW force protection directives when suspicious activity is observed or when directed by
Random Antiterrorism Measure Program (RAMP).

d. Individuals who disrupt, impede, interfere, or assault Department of the Army
Security Guards (DASG) or other security personnel in the performance of ACP
operations will be detained by DASGs. Law enforcement personnel will return
individuals to the CBKks police station for processing. Individuals may be titled under the
Uniform Code of Military Justice (UCMJ) or Title 18, Sec 111, U.S. Code.
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Chapter 3
Access Control Procedures

3.1. Screening, Vetting and Identity Proofing.

a. Screening. Security personnel performing installation access control will verify a
person's need to have access to the installation and perform a physical (touch) and
visual inspection of all identification documents of occupants. The inspection will include:

(1) Visual match of the photograph on the card to the face of the person
presenting the ID.

(2) Verifying authenticity by checking the anti-counterfeit or fraud protection
measures embedded in the credential.

b. Vetting. A check of records through the National Crime Information Center
(NCIC) Interstate Identification Index (1) is the Army baseline background check for
entrance onto Army installations for non-CAC holders to include visitors.

(1) Unescorted access will not be granted without completing a favorable NCIC
[l screening.

(2) Personnel under the age of 18 will not have a NCIC Il check conducted.

c. ldentity Proofing. All persons age 18 and over requesting installation access
shall present one of the following identification credentials for purpose of identity
proofing:

(1) U.S. passport or U.S. passport card.

(2) Permanent resident card or Alien Registration Receipt Card (INS Form 1-
551).

(3) Foreign passport with a temporary (1-551) stamp or temporary (1-551)
printed notation on a machine-readable immigrant visa.

(4) Foreign passport with a current arrival-departure record (INS Form 1-94)
bearing the same names as the passport and containing an endorsement of the alien's
nonimmigrant status, if that status authorizes the alien to work for the employer.

(5) Employment authorization document that contains a photograph (INS Form
1-766).

(6) In the case of a nonimmigrant alien authorized to work for a specific
employer incident to status, a foreign passport with INS Form 1-94 or INS Form [-94A
bearing the same name as the passport and containing an endorsement of the alien's
nonimmigrant status, as long as the endorsement has not yet expired and the proposed
employment is not in conflict with any restrictions or limitations identified on the form.
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(7) Driver's license or identification card issued by a state or outlying possession
of the United States, provided it contains a photograph and biographic information such
as name, date of birth, gender, height, eye color, and address.

(8) Identification card issued by federal, state, or local government agencies,
provided it contains a photograph and biographic information such as name, date of
birth, gender, height, eye color, and address.

3.2. Escorted Access. Uniformed service members and their Family members to include
juveniles (juveniles can only escort other juveniles 17 years old and younger), DoD
employees, contractors with CACs assigned to CBks and retired uniformed service
members and their spouses are authorized to escort Non-DoD affiliated personnel to
include visitors.

a. Non-DOD affiliated personnel will be escorted while on the installation that were
not vetted through NCIC-III.

b. The escorted person must present either a valid state driver's license, state
identification card with photo, a valid U.S. passport, or a valid passport from other
countries cleared by the state department.

c. Foreign national visitors not on military orders are required to report to the visitor
center for vetting and require an escort by an adult DOD ID cardholder for access to
Carlisle Barracks. It is not possible to conduct NCIC-IlI checks on foreign citizens who
do not possess U.S. social security number or U.S. driver’s license. DES will check the
terrorist organizational member list, U.S. wants and warrants and U.S. hot files before
issuing a CBks escort required visitor's pass.

d. Escorts may vouch for personnel under the age of 18 who do not possess a valid
picture identification card.

e. Escorts will maintain constant contact and ensure their guest(s) follow laws,
regulations, and policy while on post. The escort will ensure all guests depart the
installation. The escort will immediately report violations of their guests to the DES.
Escorts may be held accountable for negligent execution of these duties.

3.3. Authorized Unescorted Access.

a. Persons in possession of the following identification cards shall be considered
vetted for unescorted access to CBks without needing a NCIC-IIl check conducted:

(1) DOD CAC.
(2) DD Form 2A (ACT) (Active Duty Military Identification Card).

(3) DD Form 2 (ACT/RES) (Armed Forces of the United States-Geneva
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Conventions Identification Card (Active and Reserve).
(4) DD Form 2 (RET) (United States Uniformed Identification Card (Retired)).

(5) DD Form 2S (ACT/RES) (Armed Forces of the United States-Geneva
Conventions Identification Card (Active and Reserve)).

(6) DD Form 2S (RET/RES RET) (United States Uniformed Identification Card
(Retired and Reserve Retired)).

(7) United States government issued authenticated federal PIV credentials.

(8) DD 1173, United States Uniformed Services Identification and Privilege
Card.

b. Official foreign visitors (foreign liaison officer, foreign exchange personnel, and
cooperative program personnel) subject to the provisions of AR 380-10 will be granted
unescorted visitor status. All foreign visitors are required to coordinate through G2 to be
granted this access. The foreign visit system-confirmation module will be used to
confirm that a proposed official visit to an Army installation by a foreign government
representative has been approved through the foreign visits system, and to record the
arrival of such visitors.

3.4. Trusted Traveler Program (TTP).

a. The Senior Commander initiated the TTP for use during FPCONS NORMAL,
ALPHA, and BRAVO. The Senior Commander may suspend the TTP based on local
threat or may revoke individual trusted traveler privileges. The trusted traveler procedure
allows a uniformed service member and their Family members to include juveniles
(juveniles can only escort other juveniles 17 years old and younger), government
employee with a valid CAC, a military retiree and their dependents (with a valid DoD
identification credential) to present their identification for verification while simultaneously
vouching for any vehicle occupants and one trail vehicle.

b. Members identified as trusted travelers are entirely responsible for the actions of
all occupants for whom they vouch and for meeting all local security requirements for
escort as established by Army Regulations and requirements of the Senior Commander.

c. Trusted travelers cannot vouch for persons with foreign passports or
identification cards who must be cleared per AR 190-13, paragraph 8-2.

d. 100% ID checks shall be conducted on a random basis. During these random
checks, drivers and all adult occupants are required to provide IDs.

3.5. Uncleared Contractors and Vendors.

a. Unescorted access for contractors will not be granted without completing a
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favorable NCIC Ill screening.

b. All contractors requiring unescorted access to the installation on a recurring
basis for a period of 6 months or more, shall receive a CAC. CAC's are issued through
the Contractor Verification System (CVS) program. Issuance of a CAC requires a
favorable Federal Bureau of Investigation (FBI) fingerprint check, successful submission
of a National Agency Check with Inquiries (NACI) equivalent or higher background
investigation to the Army's investigative service provider and a favorably adjudicated
NACI equivalent or higher investigation from a federal department or agency will be
accepted. Contractors eligible for a CAC are encouraged to contact their Contracting
Officer Representative (COR) to begin the process to obtain CACs as soon as possible
to avoid delays.

c. Contractors and vendors requiring physical access to the installation longer than
24 hours and less than six months but do not require access to a DOD computer network
are not eligible for a CAC. Non-CAC eligible contractors who have a contractual
agreement will have a government employee sponsor who will provide the contractual
agreement with a cover memorandum signed by a verifying officer, vouching for the need
to possess an Installation Pass. The expiration date of the pass will be the end date of
the contract or visit, or the expiration of the sponsor's credential, whichever comes first.
Sponsors will be held responsible for notifying the Director of Emergency Services (DES)
(or appropriate local installation access issuing office) of terminated contract employees
and for turn in of expired or revoked identification. Subcontractors will be bound by the
same requirement.

d. Use of Military ID cards by retirees, reservists and dependents is prohibited for
contractor use. All contractors and subcontractors possessing a valid Military ID and
requiring access to the installation for contractor related reasons will comply with
paragraph 3-5a or 3-5b.

e. All contractors and subcontractors who do not possess a CAC and do not meet
the requirements of paragraphs a—c above with valid federal or state picture identification
may request a temporary pass. A temporary pass will only be issued to persons with a
valid reason for unescorted access who successfully pass a check of NCIC Ill and are
not on the installation bar list.

3.6. Uncleared (Non-CAC) Visitors.

a. All Non-CAC/Military ID holders with a valid reason to require unescorted access
to the Installation will report to the visitor center with a valid federal or state picture
identification to be issued a temporary pass. A temporary pass will only be issued to
persons with a valid reason for unescorted access and pass a NCIC Ill check.

b. Non-CAC/Military ID holders may be escorted by a DOD sponsor. The DOD
sponsor must meet the criteria of paragraph 3.2. The Non-CAC/Military holder will be
physically escorted by the DOD sponsor at all times while on the installation. The DOD
sponsor is responsible for all actions of the sponsored Non-CAC/Military holder while on
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the installation.
3.7. Special Events.

a. The Senior Commander can grant waivers for special events IAW AR 190-13,
Para 8-6.

b. The G3 is the delegated authority to coordinate USAWC activities designated as
special events with the DES when it is impractical to conduct background checks for
specific visitors.

c. Arisk analysis will be accomplished to assist in developing compensatory
security measures when NCIC Il screening is impractical and regulatory requirements
cannot be met.

d. Installation Sponsored Special Events. Sponsored special events are those
occasions planned and executed by a Carlisle Barracks command, directorate or DOD
ID cardholder where the attendees are personally known by the event's sponsor. When
it is impractical to conduct NCIC-Ill screening of an event guest list, the sponsor will
request approval from the Senior Commander, Garrison Commander or authorized
designee for DES to allow expedited entry without conducting visitor NCIC-II
background checks. These events include: retirement or promotion ceremonies, birthday
parties, weddings, education appreciation dinners, and graduation ceremonies.

e. Installation Non-Sponsored Events. Non-sponsored special events are
occasions approved by the Senior Commander or Garrison Commander where the
number and identity of the expectant visitors is unknown. DES is permitted to allow entry
of non-sponsored event visitors without conducting NCIC-III screenings when authorized
by the Senior Commander or Garrison Commander. These events include: yard sales,
funerals, outdoor movie showings, and non-DoD ID cardholder sponsored weddings of
25 or more guests.

f. Visitors without a DOD sponsor escort attending the event require a special event
access list approved by the DES. Upon approval, attendees will process through
Claremont ACP where they will be vetted against the special event access list for that
particular special event.

3.8. Fitness Determination.

a. Unescorted Access Determination. The Senior Commander, or designated
representative, will, in the absence of an approved waiver, deny uncleared contractors,
subcontractors, and visitors’ unescorted access to the installation based on the results of
the NCIC Il check that contain credible derogatory information indicating the individual
may present a threat to good order, discipline, or health and safety on the installation.

b. Derogatory information includes, but is not limited to the following:
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(1) The NCIC Ill contains criminal arrest information about the individual which
causes the Senior Commander or designated representative(s), to determine the
individual presents a potential threat to the good order, discipline, or health and safety on
the installation.

(2) The installation is unable to verify the individual's claimed identity based on
the reasonable belief that the individual has submitted fraudulent information concerning
his or her identity in the attempt to gain access.

(3) The individual has a current arrest warrant in NCIC lll, regardless of the
offense or violation.

(4) The individual is currently barred from entry or access to a federal
installation or facility.

(5) The individual has been convicted of crimes encompassing sexual assault,
armed robbery, rape, child molestation, production or possession of child pornography,
trafficking in humans, or drug possession with the intent to sell or drug distribution.

(6) The individual has a U.S. conviction for espionage, sabotage, treason,
terrorism, or murder.

(7) The individual is a registered sex offender.

(8) The individual has a felony conviction within the past 10 years, regardless of
offense.

(9) The individual has been convicted of a felony firearms or explosives
violation.

(10) The individual has engaged in acts or activities designed to overthrow the
U.S. Government by force.

(11) The individual is identified in the Terrorist Screening Database (TSDB) as
known to be or suspected of being a terrorist or belonging to an organization with known
links to terrorism or support of terrorist activity.

3.9. Access Denial Waiver Process. In cases where an uncleared contractor,
subcontractor, or visitor is denied access based on derogatory information obtained from
an NCIC lll check, the individual may request an access denial wavier application packet
from the visitor center.

a. Access Denial Wavier Application Packet. The access denial wavier application
packet instructs the individual to do the following:

(1) Obtain a certified copy of their complete criminal history, which must include
all arrests and convictions.
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(2) Obtain a letter of support from their government sponsor. The letter must
indicate that the sponsor requests that the individual be granted unescorted access to
accomplish a specific purpose, as well as the anticipated frequency and duration of such
Visits.

(3) Complete the installation access control denial waiver application and
provide the packet to the government sponsor, who is responsible for submission of the
waiver application to the Senior Commander or their designated representative. All
offenses must be listed, along with an explanation why the conduct should not result in
denial from entering Carlisle Barracks. Other factors that should be addressed by the
sponsor/applicant are:

(a) Nature and seriousness of the conduct.

(b) Specific circumstances surrounding the conduct.

(c) Length of time elapsed since the conduct.

(d) The age of the individual at the time of the incident/conduct.

(e) Proof of efforts towards rehabilitation.

(4) Provide a current physical or e-mail address to enable the Senior
Commander, or their designated representative, to transmit a copy of his/her waiver

request determination.

b. The government sponsor will review the individual's packet for completeness
and take the following actions:

(1) Determine whether or not to endorse the request for a waiver.

(2) If the sponsor endorses the waiver request, he/she must provide a letter of
recommendation for the individual that addresses the conduct that caused the denial and
indicate why the conduct should not prohibit the individual from being granted unescorted
access to CBks.

(3) Submit the waiver request packet to the Senior Commander or their
designated representative for consideration.

(4) If a contractor or subcontractor employee is terminated, the sponsor must
inform the Senior Commander, or his designated representative, and DES that
unescorted access is no longer supported.

3.10. Approval Process for Access Denial Waiver Applications.

a. The designated government official(s) will review the access denial waiver
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applications and make a fithess determination recommendation to the approving
authority. Unless otherwise delegated, the Senior Commander is the approving authority.

b. The Senior Commander, or designated representative, will review the waiver
application and render a determination that ensures proper protection of good order and
discipline, and health and safety on the installation.

c. The Senior Commander, or designated representative, will provide a copy of the
determination to the individual, the government sponsor, and DES.

d. Individuals who have had a waiver request denied may request reconsideration
from the Senior Commander or designated representative, after 1 year from the date of
the Commander's decision or earlier if the individual can present significant information
that was not available at the time of the original request, or that the basis for the original
denial was overturned, rescinded, or expired.
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Chapter 4 Credentialing
4.1. Credentialing.

a. DES issues passes for visitors, contractors, special events (bowling leagues,
dance classes, etc.), conferences and other activities. Passes issued for duration of
events and will not exceed 1 year.

b. Personnel requesting an installation pass will process through the visitor center
for NCIC Ill check and vetted against disqualifying criteria found in paragraph 3.7. fitness
determination.

4.2. Special Categories.

a. Commercial Delivery Vehicles.

(1) Visitor pass issuance authorized for commercial delivery drivers who
possess a valid state issued driver’s license, state vehicle registration, proof of
insurance, a valid need to enter the installation and a clear NCIC-Ill check.

(2) Drivers must possess a current bill of lading for the specific delivery
containing an address on the installation.

(3) All delivery vehicles will be subject to a vehicle inspection.

(4) If the vehicle has a seal, check seal’s serial number against the bill of lading
for cargo tampering. If the seal is broken or the serial number does not match, conduct
vehicle inspection.

b. Food Deliveries/Vendors.

(1) Visitor pass issuance authorized for food delivery drivers and venders who
possess a valid state issued driver’s license, state vehicle registration, proof of
insurance, a valid need to enter the installation and a clear NCIC-III check.

(2) All vehicles are subject to inspection prior to access.

(3) Deliveries must have an on-post destination.

c. Taxis.

(1) Visitor pass issuance authorized for taxi drivers who possess a valid state

issued driver’s license, valid taxicab operator’s license, state vehicle registration, proof of

insurance, a valid need to enter the installation and a clear NCIC-IlI check.

(2) Vehicles are subject to inspection before access is granted.
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(3) Taxis drivers are not granted trusted traveler status. Un-vetted taxi cab
passengers will undergo NCIC-IIl check as applicable.

d. Tow Trucks.

(1) Visitor pass issuance authorized for tow truck drivers who possess a valid
state issued driver’s license, valid tow tag, tow truck certificate of registration, tow truck
application, cab card, Ssate vehicle registration, proof of insurance, a valid need to enter
the installation and a clear NCIC-III check.

(2) Vehicles are subject to inspection before access is granted.

(3) Tow truck drivers are not granted trusted traveler status.

e. Repossessions.

(1) Creditors, or their agents, requesting access to recover property based on

default of a contract or legal agreement are required to coordinate through the DES and

undergo NCIC-III check.

(2) The watch officer will provide an escort after the NCIC-Ill check is complete
and notify the installation Staff Judge Advocate.

(3) The creditor or their agent must adhere to the following procedures:
(a) Present copy of title or contract agreement.

(b) Present evidence that the debtor is in default of the contract or legal
agreement.

(c) Repossessing agent will present evidence they work for the creditor.
f. Movers.
(1) Visitor pass issuance authorized for drivers who possess a valid state issued
driver’ s license, state vehicle registration, proof of insurance, a valid need to enter the
installation and a clear NCIC-IIl check. No exceptions are granted to escort moving truck

drivers or their helpers.

(2) Workers of movers shall possess a valid ID, valid need to enter the
installation and a clear NCIC-III check.

(3) Drivers must possess a current bill of lading for the specific delivery
containing an address on the installation.

(4) Vehicles are subject to a vehicle inspection.
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(5) Moving truck drivers are not granted trusted traveler status.
g. Gold Star Family Procedures (DA Form 1602).

(1) Gold star Family passes issued upon coordination and validation of
entitlement with the Survivor Outreach Services (SOS).

(2) NCIC Il check required prior to pass issuance.

(3) DES will coordinate with the SOS Office and ensure the date of the NCIC Il
check is typed onto the pass.

(4) Gold star Family member pass from other installation accepted provided
NCIC-Ill checks is annotated.

h. Family Care Plans. When a Family care plan is executed, the care giver must
be properly vetted prior to access to the installation.

i. Family Visitors. Ensure NCIC-IlI check conducted prior to pass issuance.

J. Privatized Army Lodging (IHG Hotels). Ensure NCIC-Ill check conducted prior to
pass issuance to hotel guest and IHG employees.

k. Residential Communities Initiative (RCI Housing). Ensure NCIC-Ill check
conducted prior to pass issuance to RCI employees and subcontractors.
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Chapter 5
CAC Issuance to Contractors (IAW OPORD 15-031)

5.1. Directorate Plans, Training, Mobilization and Security (DPTMS).

a. This chapter is a guide to define the role of the DPTMS Garrison Security Office
(GSO) in processing contractors who are authorized and require CAC-eligible access to
CBks and facilities. Security officers and servicing agencies must become familiar with
Army Directive 2014-05, dated 7 March 2014 and references for detailed guidance on
applying any applicable processes.

b. The DPTMS GSO supports HSPD-12 by requesting, tracking, receiving, and
interpreting appropriate investigations required in order to issue contractors CACs.

c. The GSO accomplishes this by processing requests from the sponsoring activity
or COR to verify the contractor's investigation status for CAC issuance. The sponsoring
activity is responsible for determining if an employed contractor is CAC-eligible or non-
CAC eligible. 1t is not the responsibility of the GSO to determine access eligibility. Once
the COR identifies CAC-eligible contractors to the GSO, the GSO will execute the
investigation process required for CAC issuance. Any questions regarding the
individual's eligibility will be directed to the sponsoring organization's COR.

d. Other offices involved in the HSPD-12 process include:
(1) The installation ID card section, which normally issues the CAC.
(2) The DES, which directs the mission of physical access to Carlisle Barracks.

e. The GSO will execute the investigation process only upon request from the
sponsoring agency or COR. The GSO will initiate and track the investigation until the
results are received. The GSO will provide the investigation results to the sponsoring
agency or COR for determination.

f. In the case of adverse results, in which the subject contractor's investigation is
not adjudicated favorably, the sponsoring activity's appointed official will receive and
process correspondence from the GSO and notify the subject contractor in writing. The
appointed official is responsible for guiding the individual through the appeals process for
reconsideration. The GSO will advise as necessary during these actions.

5.2. Background Investigation Procedures.
a. Initial (Interim) issuance of a CAC requires the following:

(1) Completion of a FBI fingerprint check with favorable results.

(2) Favorable review of the contractor's EQIP (SF 85/SF 86) by GSO.
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(3) Upon the successful submission of a NACI (equivalent or higher)
investigation through the U.S. Army Personnel Security Investigation Center of
Excellence (PSI CoE) to the U.S. Office of Personnel Management.

(4) Verification that OPM has opened the individual's investigation or verification
of a current investigation that is equivalent to or greater than a NACI. A list of
investigations for CAC adjudication is listed in DoDI 5200.46, 9 September 2014.

(@) The COR is the deciding authority regarding initial (interim) CAC issuance in
the case where the investigation is not yet complete on the contractor.

(b) A final CAC determination requires a favorably adjudicated NACI (equivalent
or higher) investigation based on the basic and supplemental HSPD-12 credentialing
standards. Sponsoring activity CORs are the determining official as to the final issuance
of a CAC card to contracted employees. CORs will coordinate final decisions with the
sponsoring command leadership.

(c) Credentialing of Non-U.S. Nationals. Sponsoring activities are required to
apply the same CAC credentialing process and adjudication standards to non-U.S.
national contractor employees who are eligible for a CAC in accordance with AD 2014-
05.

(d) System of Record.

(1) The GSO will ensure all final credentialing determinations are annotated in
the DoD Case Adjudication Tracking System (CATS) portal, which transmits a record of
the determination to the OPM Central Verification System (CVS). The OPM CVS is the
system of record for recording final determinations on CAC credentialing.

(2) The COR is responsible to communicate any derogatory information to the
GSO if it may have an effect on the credentialing status of the contractor.

(e) GSO submits background investigations or screening requests for contract
employees under contracts initiated by USAG Carlisle elements. If a tenant requires
HSPD-12 support from the GSO, the GSO will attempt to accommodate tenant's needs.
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Proponent for this regulation is the
Directorate of Emergency Services

FOR THE COMMANDING GENERAL:

/Isigned//
Encls DAVID E. FUNK
COL, IN
Deputy Commandant

DISTRIBUTION:
U1 (electronic)
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Appendix A — Denial Waiver Application to CBks Access Control Regulation

1. You have been denied access to the Carlisle Barracks installation based on the
results of the National Crime Information Center (NCIC) Ill and Terrorist Screening Data
Base (TSDB) Checks which contain credible derogatory information.

2. Access Denial Waiver Process:

a. If you request a waiver for being denied access to Carlisle Barracks, the Senior
Commander, or his designated representative, will offer the following process:

(1) Obtain a certified copy of your complete criminal history, which must include all
arrests and convictions.

(2) Obtain a letter of support from your government sponsor (As Applicable). The
letter must indicate that your sponsor requests that you be granted unescorted access to
accomplish a specific purpose, as well as the anticipated frequency and duration of such
Visits.

(3) Complete an installation access control denial waiver request and provide the
packet to your government sponsor (As Applicable), who will be responsible for
submitting the waiver application to the Senior Commander, or their designated
representative. All offenses must be listed, along with an explanation why the conduct
should not result in denial of access to the Carlisle Barracks. Other factors the
sponsor/applicant must address are the:

(a) Nature and seriousness of the conduct, circumstances (be specific)
surrounding the conduct.

(b) Length of time elapsed since the conduct, your age at the time of the incident
or conduct and proof of efforts toward rehabilitation.

(c) Provide a current physical or email address to enable the Senior Commander,
or his designated representative, to transmit a copy of his determination regarding the
waiver request.

b. Your government sponsor (As Applicable) will review the packet for completeness
and determine whether or not to endorse the request for a waiver.

c. If your government sponsor (As Applicable) decides to endorse the waiver, he/she
must provide a letter of recommendation for you which addresses the conduct that
caused the denial and indicates why the conduct should not prohibit you from being
granted unescorted access to CBks. The government sponsor (As Applicable) will
submit the packet and letter to the Senior Commander, or his designated representative.

d. The Senior Commander, or his designated representative, will review the waiver
application and render a determination which ensures proper protection of good order,
discipline, and health and safety on the installation. The Senior Commander, or his
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designated representative, will provide you with a copy of the determination.

3. If you have had a waiver request denied you may request reconsideration from the
Senior Commander, or his designated representative, one year after the date of the
Commander’s decision. You may request reconsideration earlier if you can present
significant information that was not available at the time of the original request or show
that the basis for the original denial was overturned, rescinded or expired.
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WARNING: ANY MISREPRESENTATION OR OMISSION OF INFORMATION MAY
RESULT IN DENIAL OF THE REQUEST

REQUEST FORM

Please type or print neatly; Attach additional sheets if necessary

1. Name (First/Middle/Last)

2. Current Address (Number and Street, City, State, and ZIP Code)

3. Email address:

Do you want the decision emailed back or mailed to you?

Yes

) -

Home (

4. Current Telephone Number

Work (

) -

5. Reason for requesting access to Carlisle Barracks?

6. What job has Carlisle Barracks offered you?

7. Does your job require you to have a security clearance?

8. List Your ENTIRE Criminal History (except traffic and other infractions) as follows:

Regulation 190-7 * 27 April 2016

CRIME FOR WHICH CRIME FOR WHICH NAME & ADDRESS OF DISPOSITION (INCLUDE
YOU WERE ARRESTED YOU WERE CONVICTED | COURT OR AGENCY SENTENCE AND
(OR INDICATE IF CONVICTION DATE)
DISMISSED OR Nolle
Prosequi.)
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9. Attach a copy of all court documents, certified by the Clerk of the Court, from all of your
conviction(s).

10. In your own words, explain the facts of each felony, and why you should be able to come on post.
Attach additional sheets if necessary.

11. Explain any circumstances that lessen the seriousness of the felony conviction(s) and show that
you have been rehabilitated. Attach additional sheets if necessary.

12. Have you been denied access by any other Federal Organization? (please circle)
a. Yes No

b. If yes, indicate the reason for the denial.
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13. List all references you would like the review officer to consider on your behalf. Include name,
address, telephone number, and relationship:

VERIFICATION

State of

County of

Under the penalty of perjury, the undersigned has examined this request for review and to the best
of my knowledge and belief, it is true, complete, and correct.

Signature

Printed Name

Date (Month, Day, Year)

Before me, the undersigned, a Notary Public in and for said County and State, personally appeared
and acknowledged the execution of the foregoing instrument as his/her voluntary act and deed.

WITNESS, my hand and Notarial Seal, this day of ,20

Notary Public, Written Signature
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CARLISLE BARRACKS INSTALLATION
ACCESS CONTROL APPLICATION

Please provide the following information for completion of a National Crime Information Center (MCIC) and
Army Law Enforcement Reporting and Tracking System (ALERTS) installation access chechk.

NAME:

Last, First Micde Kiakden(F applicabie]
SShE DRIVERS LIC. #/ STATE ID ISTATE:
DOB: POB:
{Date of Birth) Y YMBLDD {Place of Birth)
HOME ADDRESS:
Eireat CRy Siabe Zp
PRIMARY PHOME: HEIGHT: WEIGHT:
RACE: SEX: EYE COLOR: HAIR COLOR:

REASON FOR VISIT:

END DATE OF PASS:

[MOT 10 EXCEED OHE YE&R)

GOVERNMENT SPONSOR POC (MAME /AGENCY/PHOMNEE):

| have been advised that my gaining access to the Carlisle Barracks Installation is contingent upon successful
completion of a criminal history background check. | understand that the background check includes accessing
information within the NCIC and ALERTS | have been advised that all information received from these checks
will be maintained within the Directorate of Emergency Services and properly destroyed at the completion of
the purpose of request.

Signature of Indvidual [UNDER 1B} ParentiGuardan Consant [SianPrint) Date

LAW ENFORCEMENT USE BELOW THIS LINE OMLY
{ )Mo adverse information found.
{ ) Adverse information found Installation Access Conirol is deared by this office.
{ )Adverse information found Installaion Access Control is NOT cleared by this office.

Print Mame  Position | Date
NAME & DATE OF CHECK ONLY
PASS # ALERTS NCIC DL

DATA REGUIRED BY THE PRIVACY ACT OF 1974

AUTHCRITY: 5 USC S52aib), 10 USC 3013, Tite 10 Unked States Code, Section 30124g), E.C. 9357

FRINCIPLE PURPOEE: To provide law enforcemenit officials with means by which information may be sccurately idenified in order io enforoe sscurky
proisions.

ROUTINE UEE: Your sodal securty rumber is used a5 an additonalakemate means of idenifcation o fac kst fling and reireval

DIACLOEURE: Disciosune of your social securlty number 15 woluniary. Fallure o disciose the information requested preciudes consideration of an
applicafion for access fo the Cardlsle Barmacks insialatdon through Be use of a emporary pass. or as part of an event list. Fesonnel mot submitting o

3 background check wil be required to use standard Vehicle Arcess Confrol preesdures wien atempting o gain access o the Carlisie Barmacks
Instalaton.

CBEs (DEZ) Form 228-R-E Rev Aug 15
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Definitions IAW HQDA EXORD 033-15 Installation Access except where noted

ACCESS CONTROL. Access control is designed to restrict and/or control entrance to
property and/or Installations to only those authorized persons and their conveyances.
Persons authorized access shall be either escorted or unescorted.

ACCESS DENIAL WAIVER PROCESS. In cases where an individual is denied access
based on derogatory information identified during the required NCIC-III check,
personnel at the access control point or visitor control center will issue instructions on
how to submit a waiver for consideration.

ADJUDICATION. An examination of a person’s character or conduct over time,
resulting in a favorable or unfavorable determination of their employment suitability,
eligibility for access to classified information, materials, or areas, or for their retention in
federal employment.

COMMON ACCESS CARD (CAC) ELIGIBLE. CAC eligibility is defined in DODM
1000.13 as:

1) Both physical access to a DOD facility and access, via logon, to DOD networks on-
site or remotely. Access to the DOD Network must require the use of a computer with
government-controlled configuration or use of a DOD-approved remote access
procedure.

2). Remote access, via logon, to a DOD network using DoD-approved remote access
procedures.

3). Physical access to multiple DOD facilities or multiple Non-DoD federally controlled
facilities on behalf of the DOD (applicable to DOD contractors only) on a recurring basis
for a period of six months or more.

Upon determination of eligibility, CAC issuance requires a minimum standard of
background vetting in order to comply with HSPD-12. A CAC may be issued on an
interim basis based on a favorable National Agency Check or a Federal Bureau of
Investigation (FBI) National Criminal History Check (Fingerprint Check) adjudicated by
appropriate approved automated procedures or by a trained security or Human
Resource (HR) Specialist, and successful submission to the Investigative Service
Provider (ISP) of a NACI or a Personnel Security Investigation (PSI) equal to or greater
in scope than a NACI. Contract sponsoring agency should determine the acceptable
level of risk when developing the statement of work. CAC issuance to Contractor
Personnel who require physical access only to a single Installation provides physical
access to every DOD Installation worldwide.

CREDENTIALING. DTM 09-012 defines an access credential as “a physical artifact
issued by the Federal, State or Local Government that attests to one’s right to credit or
authority. The access credential contains and/or depicts characteristics, authorizations,
and privileges for physical access and internal security controls. The term
“CREDENTIALING” primarily refers to the required process for CAC issuance which
complies with HSPD-12.
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ESCORT AUTHORITY. Escort authority allows an individual, with an authorized form of
identification that certifies they have been successfully identity proofed and favorably
vetted to vouch for any vehicle occupants, or pedestrians if walking through a
pedestrian gate, and escort personnel onto an installation without identity proofing or
vetting them. Army members, including Uniformed Service Members and Spouses,
DOD Employees, CAC holding contractors, and retired uniformed service members and
spouses are authorized to escort personnel.

ESCORTED PERSONNEL. Non-DOD affiliated personnel will be escorted while on the
Installation. Personnel who require access, without determination of fitness, who must
be accompanied by a sponsor with authorization to escort the individual. The escort
requirement is mandated for the duration of the individual’s visitation period. Non-DOD
Foreign visitors must be vetted and issued an access credential prior to entry.

FITNESS DETERMINATION. Fitness is the “level of character and conduct determined
necessary for the basis of access control decisions”. A fithess determination is required
per DTM 09-012, AR 190-13 and AD 2014-05 prior to granting unescorted access to
Army Installations and facilities.

HOMELAND SECURITY PRESIDENTIAL DIRECTIVE-12 (HSDP-12). Presidential
Directive, issued in August 2004, which called for a mandatory, Government-wide
standard for secure and reliable forms of identification issued by the Federal
Government to its employees and employees of Federal Contractors for access to
Federally-controlled facilities and networks. The Federal Information Processing
Standards Publication (FIPS PUB) 201 describes minimum requirements for a Federal
Personal Identify Verification (PIV) System. The CAC IS DOD’S FIPS 201 compliant
PIV.

IDENTITY PROOFING. Identify proofing is the process of providing or reviewing
federally authorized acceptable documentation for authenticity. ldentity proofing
includes visually matching the photograph with the face of the person presenting the
identification and verifying authenticity by visually checking the anti-counterfeit or fraud
protection measures embedded in the credential.

LOCAL ACCESS IDENTIFICATION (PASSES AND CARDS). Individuals receiving a
local access identification must have a valid need to enter and must conform to identity
proofing, vetting against NCIC-I1ll, and fithess determination requirements.

NATIONAL AGENCY CHECK WITH INQUIRIES (NACI). The minimum investigation
conducted by the Office of Personnel Management (OPM) for Federal employment in
Nonsensitive positions and for individuals requiring eligibility for logical or physical
access (as granted by a DOD Common Access Card). The NACI is the required
investigation for CAC issuance. The NACI includes a records check plus written
inquiries to law enforcement agencies, former employers and supervisors, references
and school covering the last 5 years.
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NATIONAL CRIME INFORMATION CENTER (NCIC). The FBI electronic
clearinghouse of crime data available to Criminal Justice Agencies nationwide, 24 hours
a day, 365 days a year. The NCIC Database consists of numerous files related to
property and persons. The system also contains images that can be associated with
NCIC records to help agencies identify people and property items. DOD Policy requires
vetting for Installation access against the NCIC Database.

NATIONAL CRIME INFORMATION CENTER — INTERSTATE IDENTIFICATION
INDEX (NCIC-III). The Interstate Identification Index, which contains automated
criminal history record information, is accessible through the same network as NCIC.
AR 190-13 establishes NCIC-III as the Army standard for Installation access vetting.

SPONSORSHIP. Allows approved individuals affiliated with the DOD to take
responsibility for verifying and authorizing an applicant’s need for a locally produced
identification credential to facilitate unescorted access to an Installation.

SUITABILITY. Suitability refers to a person's identifiable character traits and conduct
sufficient to decide whether employment or continued employment would or would not
protect the integrity or promote the efficiency of the service. Suitability is distinguishable
from a person's ability to fulfill the qualifications of a job, as measured by experience,
education, knowledge, and skills. This definition is from the DOD Defense Civilian
Personnel Advisory Service (A GUIDE FOR EMPLOYEES, THE SUITABILITY GUIDE
FOR EMPLOYEES), as extracted from 5 CFR 731. A suitability determination means a
decision by OPM or an Agency with delegated authority that a person is suitable or is
not suitable for employment in covered positions in the Federal Government or a
specific Federal Agency.

TRUSTED TRAVELER PROGRAM (TTP). Commanders may establish a TTP for use
during FPCONS NORMAL, ALPHA, and BRAVO within their implementation policy as
local security conditions permit. The TTP allows a Uniformed Service Member or
Government Employee with a valid CAC, a Military Retiree (with a valid DOD
Identification Credential), or an adult dependent (with a valid DOD Identification
Credential) to present their identification token for verification while simultaneously
vouching for any vehicle occupants. Members identified as trusted travelers are
responsible for the actions of all occupants for whom they vouch and for meeting all
security requirements for escort as established by the Installation Commander.
Contractors cannot participate in the Trusted Traveler Program.

UNESCORTED INSTALLATION ACCESS. Senior Commanders will not grant
unescorted Installation access without the required identity proofing, vetting and fitness
determination for all personnel who do not possess a CAC, another Federal Personal
Identity Verification Card or other DOD ldentification Card. Individuals must have a
validated need for access and undergo vetting to determine their fitness for access.
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UNCLEARED. An Army employee or candidate for employment (whether military,
civilian or contractor) who is in a low risk, non-sensitive position that does not require a
security clearance. An uncleared employee may be further defined into two categories:
(1) CAC eligible and (2) requiring physical access at the local level to an installation or
stand-alone facility. Both uncleared categories include a requirement for background
vetting, whether the NACI and adjudicated FBI fingerprint check for CAC issuance, or
an NCIC check for local Installation access.

UNESCORTED INDIVIDUALS. Personnel who have been identity proofed and
favorably vetted are eligible for unescorted access within the Installation. But are,
however, still subject to any controlled or restricted area limitations, as appropriate.
Unescorted access will not be granted without completing a favorable NCIC-III
screening.

VETTING. An evaluation of an applicant’s or a card holder’s character and conduct for
approval, acceptance or denial for the issuance of an access control credential or
physical access. This includes the requirements for a NACI/FBI fingerprint check for
issuance of a CAC or the NCIC-III check prior to issuance of Local access identification.
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